55254 4 2 LGRS Vol. 25 No. 2
20264F 2 H Software Guide Feb. 2026

B RSB IR R 1R T R KRR
it 53

FRIL RE FLE, HAE, R W
(b B k38 1 By 2 HL AT PR 3] A3 SR BT, 7T dy 1011 450052)

W OE: MARBA AR, RBEZIRLXIGK M m ke i BB ER MELEFHIELAL
B E H0Y R AT IR ST B R G AR AU SRR R W B R R T — B A T R T ILF AR
BBBAENR ZGR ., ZEARAREFHEARMERPER, AT HERPENF SRR T L, ZIT 3H45%
B KRBT AR R R KA R R BN A R PP R IS BB LR, A AT BRI 0 SR AR T 4
— B HEAIN | AR R B BRI 0 SR ARJE B SR R PP AR, I E FALRY . AR A XA RAA RITH
R Begmbhfo Gk T AR G RBBEN L TR ENR, RSB E R AT ARBETHORRAT &,

S HOB % R T ILA B A s R AT RIS R 2k KA Sk s
DOI: 10. 11907/rjdk. 241935 P TR L S s A

FESES TP3I ERARIRAD : A X EHS :1672-7800(2026)002-0126-09

Design and Implementation of Invisible Character Watermark
Traceability System for Railroad Data Security
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Abstract: With the development of railway informatization, railway data is experiencing explosive growth, which has led to increasingly prom-
inent data security issues such as privacy breaches, data buying and selling, and network attacks. A railway data traceability system based on
invisible character watermarking has been designed and implemented to address the problem of existing railway information systems being diffi-
cult to effectively trace the source of data leaks. The system uses zero width character technology to construct watermark carriers, develops dy-
namic watermark embedding algorithms and extraction tools, and achieves secure identification of various types of railway data. The system
consists of modules such as watermark generation, data embedding, and watermark extraction. A unified embedding rule is designed for the
multi—source heterogeneity of railway data, and watermark parameters are automatically adjusted according to the sensitivity of different rail-
way data to achieve differentiated protection. Research has shown that the system has good imperceptibility and robustness, which can effec-
tively support the security management and leak tracing of railway data, providing new technological means for ensuring the security of railway
information systems.
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Fig.1 System framework
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Fig. 2 System function modules
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Fig.3 Watermark grouping structure
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Fig.4 Watermark embedding process
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Table 3 Robustness experiment results
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